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Chrome+ +, no)kHble cpabaTbiBaHUA
aHTUBMPYCa M 3awmnTa c6opkun

Urto Takoe Chrome++ n nouemy emy MO>XXHO A0BepPATHb

Chrome++ (peno3utopun Bush2021/chrome_plus) — aaBHO CyLLEeCTBYIOLLMIA, LUIWPOKO UCMOb3YeMbli

1 yBaxkaeMblli MPOEKT C OTKPbITbIM UCXOAHBIM KOAOM Moz avieH3unert GPL-3.0. Ero kog oTKpbIT 1

AOCTYMEH ANs NPOBEPKMN KEM YrOAHO. ITO OAMH W TOT Xe KyCOK AN Bcex bpay3epoB cTeka.

NMeHHO OH genaeT cbopKy NOPTaTUBHOM: PAAOM C UCMONHAEMbIM PanioM bpay3epa Knagertca ero
version.dll — «npokcn-DLL». bpaysep nmnoptupyet  VERSION.dll , 3TOro MeHu HeT B cnucke
KnownDLLS , MO3TOMY OH Fpy3uT COCEAHIOH OBEPTKY BMECTO CUCTEMHOW, N MPOPUIb OCTaéTCA B
Data psagom c 6pay3epom, a He B | $LOCALAPPDATA% . OTO CTaHAAPTHbIN, AOKYMEHTUPOBAHHbIN

NPWEM NOPTaTUBHOCTM — TOT XK€, YUTO U Y MHOXECTBa APYrnx NopTaTMBHbIX cbopok Ha Chromium.

BupycoB B HEM HeT 1 B3ATbCA UM HeoTKyaa. Ko oTKpbIT 1 NpoBepseM, a cbopka 6epéT He «4To-
HNBYAb U3 MHTEPHETa», a KOHKPETHbIN pean3 Chrome++ n nornpyet ero SHA256 — 3TOT oTneyvaTok
MOXHO CBEPUTb C ONYyHAMKOBaAHHbIM B ancrpmmMe. YTo ckavyaHo, pOBHO TO M YXOAWUT B cbopky, 6e3

NMoAMEH.

Nouemy aHTMBUPYC NHOrAA pyraercs

HenopnucanHasa DLL ¢ uMeHeM cMCTEMHOW, NONIOXKEHHas BMAOTHYHO K 6pay3epy, 4Tobbl TOT 3arpy3un
€€ BMeCTO HacCTosALWEN, — ANS IBPUCTUKN aHTUBUPYCa 3TO Kaaccmueckmii npmsHak «DLL hijacking».

IBpUCTUKA pearnpyet Ha popmMy, a He Ha codepXMMoe: Teno danna TyT HU NPU YEM.

Mo3aTtomy 370 NoXkHOoe cpabaTtbiBaHue (false positive). Tem xe npuémom Microsoft Defender
nepuogmnyecky ownbouHo nosun n cam Google Chrome, n npunoxenus Ha Electron — 310 nsBectHas

“ Npu3HaHHasa NnpobaemMa 3BPUCTUK, @ He CBONCTBO daina.

Mpossnsetcs 310 rpybo: Defender BoixBaTtbiBaeT version.dll npsmMo B MOMeHT c6OpKM, N ynakoBKa

apxvBa NagaeT c HeBHATHbIM | OSError: [Errno 22] Invalid argument — 6yato npobnema c
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AVCKOM, XOTA Ha gene dann 3abpan aHTmeupyc (Windows BepHysn ERROR_VIRUS_INFECTED , a C-

paHTalriM CBEN HEN3BECTHbIN KoA K EINVAL ).

Uto c 3TUM AenaeTt nporpamma

e Tanka «O6o0utn Defender Ha Bpemsa c6opku» ( guard_defender , BkatoUeHa No yMOAYaHUIO)
cTouT Yy KOMaHZA  Co6paTb u 06HOBUTHL . Ha BpeMsa onepaumm Hy>KHble Nanky UCKAKYatoTCa 13
Defender n Bo3BpalLaroTcs cpa3y nocne — gaxe ecam cbopka ynana. Windows oanH pas
cnpocuT UAC (0auH pa3 Ha BeCb nakeT bpay3epoB, a He Ha Kaxapli). CobpaTb  MCKIOYaeT

output ; 06HoBUTL —  output u input | notomy uto cbopkm ana obHOBNEHUA NexaT B
Ntobom 13 3TUX Nanok.

e Ecnm Defender He 3anyweH — raska Hu4yero He genaet n UAC He cnpawwmBaert. [poBepka MAET
6e3 npaB agMuHucTpaTopa (cnyx6a WinDefend ), Tak uto Ha MawwwmHax 6e3 Defender c6opka naért
KaK paHbLLe.

¢ KomaHpa Defender: y6paTb ucknwuyeHue (pasgen 06cnymuBaHue ) CHAMAET UCKIKOUYEHUA

output n input BpyuHytO — Ha peakun cnyyan, KOrga NPOroH yomam >EcTko 1N NCKIoYeHne

ocTtanocb. CHATb NCKAKOUEHNE, KOTOPOro HeT, — He oLwbka.

MexaHn3am 6e3onaceH no yCTpOI\;ICTByZ NCKAOYEHWE XXMBET TONbKO Ha BpeMA C60pKVI N AEPXUTCA
TpeMA npesoxpaHnTenamMmn (q)a|7m—3a|v|0|<, cnhexeHune 3a poanTeENbCKUM NnpoLeccomMm, SKECTKNI Ta|7||v|ayT),

NMNO3TOMY OHO HE MOXXET OCTaTbCA OTKPbITbIM HE3AMETHO.

ABe 06€pTKN Ha BbI6GOP

O6épTka BblibnpaeTcsa B nosie | MopTaTUBHOCTbL - U Npu COOPKe, N NPpU OBHOBAEHWM:

Bapuant Yrto knapérca B | App Peectp AHTMBMpYC
Chrome++ version.dll un BEeTKa CTUPAEeTCa Npu BbIXOAe, 3BPUCTUKN PEryasapHoO
chrome++.ini eC/IN BKJIFOYEeHa rajka NPUHUMAIOT 3a yrposy
Mpokcu version.dll un 3anuncb 6J10KMpPYETCH, KOMUTLCA Microsoft He pyraetcs, cm.
6ubnuoTteka version.ini Heuemy HUXe

Mpodunb B 060mx Cnyyasx oCcTaércs B nanke cbopkun: bubanorteka Aep>X1T ero cama.

Mpokcn 6ubnunoreka - npoekt neyrostalker/proksi-biblioteka Ha GitFlic, ncxoaHmkm Ha Delphi nexat B

TOM Xe peno3umTopun. OHa genaet Ty xe paborty, uto u Chrome++, 1 ymeeT cBepx Toro: 6aokmMpoBaTb

3anuncb B peecTp, CHMMaTb BUT 3aWwuTbl npouecca (3To Hy>Ho agpam Chromium 118+ n 126+),
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ybuvpaTb MeTpuKkM 1 He faBaTb Hpay3epy co3zaBaTb Nankun 3a npegenamm npoduns. PaspsgHoctu

TONbKO X86 1 x64 - ARM64 3akpbiBaeT anwb Chrome++.

version.ini nporpamMma nuieT CBoW, a He 6epET aBTOPCKMA. B aBTOPCKOM NO yMOAYaHWUIO
nogMersetca User-Agent Ha AHgekc, raywmnTca Tpaduk Kk cepeepam Google n 6a1okmpytotca
LUIMPOKOBELLATeNbHbIE PACChbIIKY; Haw Gain fenaeT TONbKO NOPTAaTUBHOCTL: MyTH | . .\Data U

. .\Cache |, cneunanku BHyTpb cbopkK, | REGOFF no ranke | He ocTtaBnaTb cnepos B Windows |

OctanbHble katoun onmcaHbl B README 6unbanotekn - dann nexxut B App 1 NPaBUTCA pyKaMu.

CkayaHHbIV apxmB 0H6EPTKM, KaK U paHbLue, normpyetcs ¢ SHA256 - UTO CKayaHO, TO U YXOAUT B

cbopky.

NMpoeepka Ha VirusTotal, 17 aBrycra 2026

MpoBepsan obe 6ubanotekmn sepcum 1.0.7.4 n3 penmnsa Ha GitFlic:

®daiin Pasmep, SHA256
6aiit
version 39936 DBB82B80BBU7DFABUL7E@9DFDA777478EC7A76599AUBU7AFBELUDULUCT77C3EAGED3
x32.d11
version 91 136 FAEALAQ1U468ACDD5U4C390CBC3A18101ADF6F8F51525607EC2CAB19BU2235AAAB
x64.dll

O6e He nognucaHsbl ( NotSigned ), n3aatenb B cBoWCTBax - CBOGOAHbIA CORT .
Y10 nokasan oTYET no obomm dannam:

¢ Microsoft - Undetected. 310 1 ectb aBuxok Defender, n pagm 310l CTPOKM BCE 3aTEBANOCh.
e NANO-Antivirus, Acronis (Static ML) - Undetected.

¢ Cynet - Malicious (score 100), Deeplnstinct - MALICIOUS. O6a - uncTo MalwmnHHoe obyuyeHue;
NoxHble cpabaTbiBaHMA Ha HenoanvcaHHown Delphi-6bubanoteke, kotopas nepexsaTtbiBaeT GyHKLN

WIinAPI, ans H1x obbluHOE aeno.
Yero 3Ta NnpoBepKa He J0Ka3bIBAET:

e [Buxok Microsoft B VirusTotal curHaTypHbii. Ha xuBoli mawmHe Defender fobaBnsiet obnauHyto
3BPUCTUKY M penyTaLuto No peakocTu dpania, KOTOpPbIX B CKaHe HET, MO3TOMY BEPAMKT TaM MOXXeT

0KazaTbCa APYrmM.
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e [oanucu HeT HK y Npokcn Bubanoteku, HM y Chrome++, Tak uTo Ana SmartScreen obe oanHaKOBO

«HEW3BECTHbIN N3aaTesb».

e Ha xmBom Defender Mbl He NpoBepPAAN 1 MPOBEPUTL HE MOT/IN: Ha MaLUMHaxX BAaZeNbLa OH yaanéH

- cnyx6  WinDefend w WdFilter HeT, n Tam 0601 davin BbIFNAANT YNCTBIM.

Otuért Ha VirusTotal oTkpbiBaeTcs Tonbko Yepe3 reCAPTCHA, no3atoMy cTpaHuLy OTKpbIBaa YeNoBeK, a

He nporpamma: Kanyy Mbl He 06xoaunMm.

Monyuatento c6opkm

NckntoueHne paboTaeT TONbKO Ha MalUuHe, rae UAET cbopka. Y Toro, KOMy Bbl OTAAAN FOTOBYH
cbopky, Defender moxeT Tak xe npuapatbcs K version.dll npu pacnakoBke — v Torga bpaysep
MoJiYa nepecTaHeT 6biTb NopTaTMBHBLIM (Npoduab ynaét B Windows). [TomMoraet o4HO 13: UCKIHOUUTD
nanky B ero Defender, otnpasuTb daiin B Microsoft kak noxHoe cpabatbiBaHWE, MAN NOANUCATb

version.dll cBoum ceptudukaTom (Ha byayuiee).

Chrome+ +, antivirus false positives,
and the build guard

What Chrome+ + is, and why it can be trusted

Chrome++ (the Bush2021/chrome_plus repository) is a long-standing, widely used, and respected

open-source project released under the GPL-3.0 license. Its source is public and can be audited by

anyone. It is the same single piece for every browser in the stack.

It is what makes the build portable: its | version.dll is placed next to the browser executable as a
proxy DLL. The browser imports | VERSION.dll , the name is not in  KnownDLLs , so it loads the

neighbouring wrapper instead of the system one, and the profile stays in Data beside the browser
rather than in | SLOCALAPPDATAS% . This is a standard, documented portability technique — the same

one used by many other portable Chromium builds.

There is no malware in it, and there is nowhere for malware to come from. The code is open and
auditable, and the builder does not pull "something from the internet" — it takes a specific Chrome++
release and logs its | SHA256 , a fingerprint you can check against the published upstream artifact.

What is downloaded is exactly what ships, with no substitution.
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Why antivirus sometimes complains

An unsigned DLL bearing a system name, placed right next to the browser so it is loaded in place of
the real one, is a textbook "DLL hijacking" shape to an antivirus heuristic. The heuristic reacts to the

shape, not the contents: the file's body is irrelevant to it.

So this is a false positive. Microsoft Defender itself has periodically and mistakenly flagged Google
Chrome and Electron apps the same way — this is a known, acknowledged limitation of such

heuristics, not a property of the file.

It surfaces bluntly: Defender grabs | version.dll mid-build and archive packaging dies with an
unhelpful | 0SError: [Errno 22] Invalid argument — as if the disk were at fault, when in fact
antivirus took the file (Windows returned ERROR_VIRUS_INFECTED , and the C runtime collapsed the
unknown code to | EINVAL ).

What the program does about it

e The "Work around Defender while building” checkbox ( guard_defender , on by default) sits
on Build and Update . For the length of the operation the relevant folders are excluded from
Defender and restored the moment it finishes — even if the build fails. Windows asks for UAC
once (once for the whole batch of browsers, not per browser). Build excludes output ;

Update excludes output and  input , because the builds it updates live in either.

¢ If Defender is not running, the checkbox does nothing and asks for nothing. The check is
unelevated (the WinDefend service), so on machines without Defender the build runs exactly as

before.

e The Defender: remove exclusion command (the Service section) removes the | output
and input exclusions by hand — for the rare case where a run was killed hard and an exclusion

lingered. Removing an exclusion that is not there is not an error.

The mechanism is safe by design: the exclusion lives only for the build and is held by three fail-safes (a

lock file, parent-process liveness, a hard timeout), so it can never be left open silently.

Two wrappers to choose from

The wrapper is picked in the Portability field, both when building and when updating:
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Engine What goes into | App Registry Antivirus
Chrome++ version.dll and the branch is wiped on exit when heuristics regularly take it
chrome++.ini the box is ticked for a threat
Proxy version.dll and writes are blocked, so nothing Microsoft does not flag
library version.ini accumulates it, see below

The profile stays inside the build folder either way: the library keeps it there itself.

The proxy library is the neyrostalker/proksi-biblioteka project on GitFlic, with its Delphi sources in the

same repository. It does the same job as Chrome++ and a little more: it blocks writes to the registry,
clears the process mitigation bit that Chromium 118+ and 126+ need, drops metrics, and keeps the
browser from creating folders outside the profile. It ships x86 and x64 only - ARM64 is covered by

Chrome++ alone.

The program writes its own version.ini rather than shipping the author's. The author's defaults
also rewrite the user agent to Yandex, mute traffic to Google's servers and block broadcasts; ours
keeps to portability: ..\Data and ..\Cache , special folders inside the build, and REGOFF driven
by the  Leave no traces in Windows checkbox. The remaining keys are documented in the library's
README - the file sits in  App and can be edited by hand.

The downloaded wrapper archive is logged with its SHA256 , as before: what is downloaded is what

ships.

The VirusTotal check, 17 August 2026

Both libraries, version 1.0.7.4, taken from the GitFlic release:

File Size, SHA256
bytes
version 39,936 DBB82B80BBU7DFABUL7E@9DFDA777478EC7A76599AUBU7AFBELUDULCT77C3EAOED3
x32.d11
version 91,136 FAEA4AO1468ACDD5U4C390CBC3A18101ADF6F8F51525607EC2CAB19B4U2235AAAB
x64.d1l

Neither is signed ( NotSigned ); the publisher field reads Ceo6ogHbii cothT .
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What the report said about both files:

¢ Microsoft - Undetected. That is the Defender engine, and that line is the whole point of the

exercise.

e NANO-Antivirus, Acronis (Static ML) - Undetected.

¢ Cynet - Malicious (score 100), Deeplnstinct - MALICIOUS. Both are pure machine-learning
engines, and false positives on an unsigned Delphi library that hooks WinAPI functions are routine

for them.
What the check does not prove:

e Microsoft's VirusTotal engine is signature-based. On a live machine Defender adds cloud heuristics
and reputation-by-rarity, neither of which is in that scan, so the verdict there can differ.

¢ Neither the proxy library nor Chrome++ is signed, so to SmartScreen both are equally an unknown
publisher.

e We did not test against a running Defender and could not: it is removed from the owner's

machines - no  WinDefend , no  WdFilter - and every file looks clean there.

The VirusTotal report opens only past a reCAPTCHA, so a human opened the page, not the program:

captchas are not something we work around.

For whoever receives the build

The exclusion only helps on the machine doing the build. On the machine you hand the finished
build to, Defender may object to  version.dll on unpacking the same way — and the browser then
quietly stops being portable (its profile moves into Windows). The fixes are one of: exclude the folder
in their Defender, submit the file to Microsoft as a false positive, or sign | version.dll with your own

certificate (a future option).
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